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Xiquel Group Privacy Policy (Public Version)

Effective Date: 15 January 2026

A ”

Xiquel Group (Pty) Ltd (“Xiquel”, “we”, “us”, “our”) is committed to protecting the privacy, confidentiality and security
of all personal information we process. We comply with the Protection of Personal Information Act (POPIA), PAIA,
and internationally recognised privacy and security standards, including 1ISO 27001, 1ISO 27701 and ISO 22301.

This Privacy Policy explains how we collect, use, disclose, store and protect personal information when you use our
website, engage with us, or receive our services.

By using our website or providing us with your information, you agree to the terms of this Privacy Policy.

1. Information We Collect

We may collect the following categories of personal information:

1.1 Personal Details
Name, surname, identity number (where required for lawful purposes), job title, employer details.

1.2 Contact Information
Email address, telephone number, company contact details, physical address.

1.3 Website & Technical Information
IP address, device information, browser type, website activity, cookies and analytics information.

1.4 Service & Engagement Information
Service history, correspondence, support queries, project-related information.

1.5 Employment and Applications
CVs, qualifications, background checks and other information required for recruitment purposes.

1.6 Special Personal Information
Only collected when legally required or with explicit consent (for example: criminal checks for specific roles).

2. How We Collect Information

We collect information through:
e Ourwebsite and online forms
e Email, calls or direct communication
e Service delivery, support requests and consultations

e Job applications
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e Publicly available sources (e.g., LinkedIn, CIPC)

e Third-party service providers (when authorised or contractually necessary)

3. How We Use Personal Information

We process personal information for the following purposes:

3.1 Service Delivery

Providing ICT solutions, consulting, development, support and platform services.

3.2 Business Operations
Managing client relationships, supplier interactions, project activities and internal business processes.

3.3 Legal & Regulatory Compliance

Complying with POPIA, PAIA, tax laws, financial regulations and contractual requirements.

3.4 Security, Risk & Incident Management
Protecting systems, detecting incidents, monitoring access, ensuring business continuity and safeguarding
information.

3.5 Communication
Responding to enquiries, sending service-related updates, and providing information about our services (opt-out
available at any time).

3.6 Recruitment
Evaluating and processing job applications.

4.  Legal Basis for Processing

We process personal information under the following POPIA-approved bases:
e Consent
e Performance of a contract
e Legal obligation
e Legitimate interest

e Publicinterest, where applicable

5.  Sharing of Personal Information
We may share personal information with:
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5.1 Authorised Service Providers
Cloud hosting providers (such as Microsoft Azure), subcontractors, analytics providers, consultants and auditors
involved in service delivery.

5.2 Legal or Regulatory Authorities
When disclosure is required by law or regulation.

5.3 Clients
Where necessary to fulfil contract obligations.

5.4 Cross-Border Transfers
If data is transferred outside South Africa, it will be done under POPIA-compliant protections such as:

e Adequacy protections

Data Transfer Agreements

Contractual necessity

Explicit consent

6. How We Protect Your Information
We apply strong security controls aligned to global standards, including:

e Encryption

e Multi-Factor Authentication (MFA)

e Access control and least-privilege principles
e Logging and security monitoring

e Secure cloud configurations

¢ Vulnerability management

e Incident response procedures

e Backup and disaster recovery controls

We continuously assess security risks and strengthen safeguards where necessary.

7.  Cookies and Website Tracking

Our website may use cookies for:
e Analytics and performance

e Enhancing user experience
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e Website optimisation

You may disable cookies via your browser settings.
A detailed Cookie Policy is available on our website (if applicable).

8. Data Retention

We retain personal information only for as long as necessary to:
e Deliverservices
e Meet legal or regulatory requirements
e Fulfil contractual obligations
e Support legitimate business needs

Once no longer required, information is destroyed securely.

9.  Your Rights Under POPIA

You have the right to:
e Access your personal information
e Request correction or deletion
e Object to processing
e Withdraw consent
e Request restriction of processing
e Lodge a complaint with the Information Regulator

e Request information about how your data is processed

10. How to Submit a POPIA/Privacy Request

To exercise your rights or request access to your personal information, contact:

Email: grec@xiguelgroup.com
Attention: Deputy Information Officer

We will respond within the timeframes required by POPIA.

11. Contact Details

Information Officer
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Kgopotso Riba
Email: admin@xiquelgroup.com

Deputy Information Officer

Laura Mezzopera
Email: grc@xiquelgroup.com

Information Regulator (South Africa)

Website: www.inforegulator.org.za
Email: IR@justice.gov.za

12. Updates to This Policy

We may update this Privacy Policy from time to time.
The latest version will always be published on our website.

© 2026 Xiquel Group (Pty) Ltd. All Rights Reserved.
Privacy Policy | Privacy Statement | Cookie Policy | PAIA Manual
Deputy Information Officer: grc@xiquelgroup.com | General Enquiries: admin@xiquelgroup.com



mailto:grc@xiquelgroup.com
mailto:admin@xiquelgroup.com
mailto:admin@xiquelgroup.com
mailto:grc@xiquelgroup.com

