XIQUEL

Privacy Statement

Last Updated: 8 August 2025
Applies To: Xiquel Group (Pty) Ltd and all subsidiaries and affiliates

1. Introduction

Xiquel Group (“Xiquel”, “we”, “us”, “our”) is committed to protecting the privacy and security of personal
information in accordance with the Protection of Personal Information Act, 2013 (POPIA), ISO/IEC 27001, and
ISO/IEC 27701.

This Privacy Statement explains how we collect, use, disclose, retain, and protect personal information when you
engage with us, use our services, visit our websites, or interact with our digital platforms.

By providing personal information to Xiquel, you acknowledge that you have read and understood this Privacy

Statement.

2. What Personal Information We Collect

We only collect personal information that is adequate, relevant, and necessary for our business operations and
service delivery. This may include:

2.1 Client and Business Partner Information

e Contact details (name, email, phone number)
e Professional information (role, company, business address)
e Contractual and transactional information

e Account, licensing, and support-related information

2.2 Employee and Candidate Information
e Identification documents

e Employment history and qualifications
e Payroll, benefits, and HR-related information

e Background screening information (where authorised)

2.3 Website and Platform Information

e [P address, device identifiers, browser information
e Usage analytics and platform telemetry

e Form submissions, support requests, preferences
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2.4 Special Personal Information (Handled with Enhanced Safeguards)

Only where required and expressly authorised:
e Health information (e.g., medical certificates)
e Biometric data (where applicable)

e Criminal record checks (for security-sensitive roles)

3. How We Use Personal Information

Personal information is processed for legitimate business purposes, including:
e Providing our products, services, and technical solutions
e Managing contracts, service delivery, and SLAs
e Verifying identity and ensuring secure access
e Communicating project updates, operational notices, and service requirements
e Responding to enquiries and support requests
e HR administration, recruitment, and performance management
e Business continuity, security monitoring, and risk management
e Compliance with legal and regulatory requirements
e Improving and optimising our platforms, services, and user experience

No automated decision-making is performed without appropriate human oversight.

4. Legal Basis for Processing

We rely on one or more of the following legal grounds (as permitted by POPIA):

e Consent (explicit or implied)

Contractual necessity

Compliance with a legal obligation

Legitimate interests of Xiquel or a third party

Public interest or authorised by law
5. How Personal Information Is Shared
We only share personal information when necessary and with appropriate safeguards.

5.1 Internal Parties
e Xiguel business units, subsidiaries, and authorised personnel (role-based access)
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5.2 External Parties

e Technology partners (e.g., Microsoft, cloud service providers)

e Subcontractors essential for service delivery

e Professional advisors (legal, financial, compliance)

e Regulatory or law enforcement authorities (where legally required)

All third parties are bound by confidentiality, data protection, and security obligations equivalent to our own.

6. Cross-Border Transfers

Xiquel may transfer personal information to other jurisdictions for hosting, processing, or support purposes.
Transfers occur only where:

e Adequate protection measures are in place, and

e Contractual agreements follow POPIA, ISO 27701, and Microsoft-aligned privacy safeguards.

Mechanisms may include standard contractual clauses, data processing agreements, and strict access controls.

/. Data Security

We maintain a robust Information Security Management System (ISMS) aligned to:
e ISO/IEC 27001:2022
e ISO/IEC 27701:2019
e POPIA security safeguards (Section 19)
Our controls include (non-exhaustive):
e Encryption in transit and at rest
e Role-based access control (RBAC)
e Multi-factor authentication
e Network and application security controls
e Logging, monitoring, and audit trails
e Secure development and change management
e Backup, resilience, and business continuity controls

e Regular technical and governance audits
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8. Data Retention

Personal information is retained only for as long as necessary for business, legal, security, and operational
requirements.

Retention periods follow Xiquel's:
e Records Retention & Protection Policy
e Contractual requirements
e Statutory obligations

Once no longer required, data is securely destroyed, anonymised, or archived in accordance with our Information
Deletion and Data Protection & Management procedures.

9. Your Rights

You may exercise the following rights in accordance with POPIA and applicable laws:

e Access to your personal information

Correction or updating of inaccurate information

e Request deletion (where legally permissible)

e Objection to processing

e Withdrawal of consent

e Request restriction of processing

e Lodge a complaint with Xiquel’s Information Officer or SA Information Regulator

Requests will be addressed promptly in accordance with Xiquel’s internal procedures.

10. Cookies and Website Tracking

We use cookies and similar technologies to enhance functionality, improve user experience, and perform
analytics. You can adjust your browser settings to block or manage cookies.

11. Children’s Information

We do not knowingly collect personal information about children unless required for specific lawful purposes and
with authorised consent.

12. Updates to This Privacy Statement

Xiquel may update this statement from time to time to reflect legal, technological, or business changes. The latest
version will always be available on our website or upon request.
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13. Contact Details

Information Officer (Xiquel Group):
Kgopotso Riba

Deputy Information Officer:
Laura-Maria Mezzopera

Email: grc@xiquelgroup.com
Registered Address: Hertford Office Park, 90 Bekker Road, Midrand, Building I, Second Floor.
Website: www.xiquelgroup.com
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